Danh cho KHCN va KHTC

NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

HUONG DAN THAO TAC XU LY KHI KHACH HANG NHAN CANH BAO

(Ban hanh kém theo Théng bdo sé 8594/2025/TB-NHNA-TT.02 ngay 02/10/2025)

Kich ban xir Iy theo mi 16i:

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

sTT | Ma | Titu dé ma 16i , ) ,
16i Tiéng Viét/ N§i dung canh bao - Tieng Viét | Noi dung cinh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tieng Anh
Mi 16i: SEC-1
Quy khach khong thé chay tng dung
A oS SEC-1
da bi dong goi lai. You cannot run the repackaged
Ung dung dabj | Cach khac phyc: application. To use ths @) eg
dong géi lai/ Quy khach vui long g& cai dit ung ppiIC ' P DVKH thu thap théng tin anh chup man hinh canh bao, xac
. . -~ . .. 2 . | Banking app, you need to download . O N x PR
1 1 Repackaged dung Open Banking hién tai va tai lai . . dinh ma 1oi va hudng dan KH g¢ cai dat ing dung Open
sl \ < , the official version from the Google . NPT N
Application tu CH Play hodc App Store chinh . Banking va tai lai trén CH Play hodc App Store
, A S . Play Store (Android) or the App
Detected thirc hodac lién hé dén s6 Hotline ) :
X . x Store (iOS) or contact our Hotline at
19006679 de dqu huéng dan. 19006679 for assistance
Nut diéu huong dén website Huong '
dan thao tac khi nhan
DVKH thu thip thong tin sau va bao ngay cho KHOI
CNTT dé hd tro kip thoi:
Ma 16i: SEC-ATTT-2 , 1. Khach hang da thao tac gi true khi 16i?
Thiét bi ctia Quy khach cé dau hiéu 2. Anh chup man hinh canh bao: Xac dinh ma 161, ndi dung
A . ~ . s SEC-ATTT-2 2
Thiét bi dang s | da dugc st dung trong moi truong . L cu thé
L, cy A BTN Y This application does not support N S ., \ Y n
dung may ao gia lap. Day co6 thé 1a hanh vi tan - . . 3. Thoi diém gap 101 (ngay, gid): Gitp khoanh vung dir liéu
R running on virtual machines and
2 2 (Emulator)/ cong. | emulators. Please do not continue log .
Emulator Cach khac phuc: A ) using the O en Bankina anb on this 4. Tén thiét bi (Model): Vi du: Samsung AS3,...
Environment | Quy khach vui long KHONG tiép | (>0 T2 ~R=7 ZEanS 3PP 5 5. H¢ diéu hanh & phién ban: Vi dy: Android 13,...
Detected tuc st dung ung dung Open Banking i 6. Thong tin crash log (neu 16i 1a crash): Gitp khoanh ving

trén thiét bj nay va lién h¢ s6 Hotline
19006679 dé dugc hudng dan.

19006679 for assistance.

pham vi 16i, gitip diéu tra nhanh hon.

7. Phién ban ung dung ngan hang (Phién ban ting dung Ngan
hang hién thi tai trang chu trugc dang nhéap cia ing dung
Open Banking).
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Danh cho KHCN va KHTC

NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

g7 | M@ | Tiéu de ma 16i
loi Tieng Viét/ No§i dung canh bao - Tieng Viét | Noi dung canh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tieng Anh
8. Mang dang st dung: Wi-Fi/3G/4G/5G
9. Co sir dung VPN/App la khong? Néu c6 DVKH hoi thém
thong tin chi tiét
DVKH thu thap thong tin KH dang st dung dién thoai thudc
hé dieu hanh gi. Trong truong hop KH str dung hé diéu hanh
10S, thuc hién cac budce sau:
B1: Vao Cai dat (Settings)
B2: Chon Cai dét chung (General)
3 SEC-3 B3: Cudn xuong va chon chuyén hodc dit lai Iphone (Transfer
Ma loi: SEC-3 The application is running in an or Reset Iphone)
v o X Phat hién hanh vi can thi€p vao ung insecure environment (hooking). The | B4: Chon Xo4 tat ca ndi dung va cai dat hodc Dat lai
Thiét bi c¢6 dau o . S Y Y T S
hidu bi can dung. application may be interfered with in | B5: Nhap mat khau thict bi (N€u co)
thito/ Cach khac phuc: the execution thread to monitor or B6: Nhan xac nhan dé bat dau qua trinh khdi phuc.
3 3 L bé str dung tng dyng an toan, Quy modify system behavior by Trong truong hop KH sir dung hé diéu hanh Android, thuc
Application . 2 . LT ; L. 2, b . :
Hooking khach vui long khoi phuc lai cai dat unauthorized malicious sqftware._ hién cac budc sau: _
Detected goc hodc lién h¢ den so Hotline Please call 19006679 for instructions. | B1. Vao Cai dat (Settings).
19006679 dé dugc hudng dan. To use the app securely, please B2. Chon Quan ly chung (General management) hodc H¢
Button M¢ cai dat restore your device to factory settings | thong (System) tiy hang.
or call 19006679 for guidance. B3. Chon Dit lai (Reset).
B4.Chon Khoi phuc cai dit goc (Factory data reset).
B5. Xem lai danh ség:h dir liéu s€ bi x0a.
B6. Nhan Dat lai }hiét bi (ResetrDeVice). i
B7. Nhap mét kl}éu / ma PIN néu duoc yéu cau.
B8. Nhan Xoa tat ca (Erase Everything) d€ xac nhan.
M I3i: SEC-ATTT-4 SEC-AT_TT_—4 DAVEH thu.thap‘ Fhong tin sau va b4o ngay cho KHOI CNTT
ALy . A qA 1A A A R The application cannot run on dé ho tro kip thoi:
Thiét bi dang & Phat hién dau hiéu tan cong thong - . N . ; ~ o X
£ an 1 R L in xR debugging tools. Mobile application 1. Khach hang da thao tac gi trudc khi 161?
cheé dj kiém tra | qua ch¢ d6 go 10i. . . : N . PR N 1X: A
. . < debugging tools are intended only to | 2. Anh chup man hinh canh bao: Xac dinh ma 16i, ni dung
(Debugging)/ Cach khac phuc: . AP X
4 4 N M N A . assist developers in identifying and cu thé
Device is in Quy khéch vui long KHONG tiép . . L2 A e 1R s ., . in
; . , . fixing errors during the application 3. Thoi diém gap 16i (ngay, gid): Giap khoanh vung dir liéu
Debugging tue su dung (mg dung Open Banking development process. For official lo
Mode trén thiét bi nay va lién hé sé Hotline pmen: Process. g

19006679 dé dugc hudéng dan.

released applications on, debugging
tools cannot be used to analyze or

4. Tén tl}iét bi (Model): Vi dy: Samsung AS53,...
5. Hg diéu hanh & phién ban: Vi du: Android 13,...
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NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

g7 | M@ | Tiéu de ma 16i , ) ,
loi Tieng Viét/ No§i dung canh bao - Tieng Viét | Noi dung canh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tiéng Anh
modify the behavior of the 6. Thong tin crash log (néu 18i 1a crash): Giap khoanh ving
application, including error detection, | pham vi 13i, gitp diéu tra nhanh hon.
exploiting security vulnerabilities, or | 7. Phién ban ttng dung ngan hang (Phién ban tng dung Ngan
reverse engineering the application’s | hang hién thi tai trang chu trudc dang nhap cua ung dung
source code. Open Banking).
Please do not continue using the 8. Mang dang sir dung: Wi-Fi/3G/4G/5G
Open Banking app on this device. 9. C6 sir dung VPN/App la khong? Néu c6 DVKH hoi thém
Contact our Hotline at 19006679 for | thong tin chi tiét
assistance.
DVKH thu thap thong tin KH dang st dung dién thoai thudc
hé diéu hanh gi.
Trong trudng hop KH sir dung hé diéu hanh I0S, thyc hién
cac budc sau:
B1: Vao Cai dat (Settings)
SEC-5The application cannot run on | B2: Chon Cai dit chung (General)B3: Cudn xudng va chon
an operating system version that has | chuyén hoac dat lai Iphone (Transfer or Reset Iphone)
Mai 16i: SEC-5Thiét bi khong con & | been tampered with and modified B4: Chon Xoa tit ca ndi dung va cai dat hodc Dt lai
Thiét bi da bi trang thai bao mat mic dinh.Cach (rooted for Android, jailbroken for B5: Nhap mat khau thiét bi (Néu co)
thay déi hé khic phuc:Dé sir dung ing dung an | i0S). To run the application, please B6: Nhin xé4c nhan dé bit ddu qua trinh khéi phuc.
5 5 théng/ System toan, Quy khach vui long khéi phuc restore the factory settings of the Trong trudng hop KH sir dung hé diéu hanh Android, thuc
Modification lai cai dat gbe hodc lién hé dén sb phone or call 19006679 for hién cac budc sau:
Detected Hotline 19006679 dé dwoc hudng instructions. To use the app securely, | B1. Vao Cai dat (Settings).
dan please restore your device to factory | B2. Chon Quan ly chung (General management) hodc Hé
settings or call 19006679 for thdng (System) tiy hang.
guidance. B3. Chon Dit lai (Reset).
B4.Chon Khéi phuc cai dit goc (Factory data reset).
B5. Xem lai danh sach dit liéu s€ bi xda.
B6. Nhén Dit lai thiét bi (Reset Device).
B7. Nhap mat khau / ma PIN néu dugc yéu cAu.
B8. Nhén Xoa tit ca (Erase Everything) dé x4c nhan.
Phat hién thiét M3 16i: SEC-6 SEC-6 DVKH thu thap thong tin KH dang str dung dién thoai thudc
6 6 bi di bi bé khoa | Thiét bi dd bi mé khoa trinh khoi The device's bootloader has been hé diéu hanh gi. Trong trudng hop KH sir dung hé diéu hanh

bao mat/

dong va khdng con an toan

unlocked and is no longer secure. To

10S, thuc hién cac budc sau:
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NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

STT

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

Tiéu dé ma 15
Tiéng Viét/
Tieng Anh

Noi dung canh bao - Tiéng Viét

Noi dung canh bso - Tiéng Anh

Théng tin thao t4c chi tiét

Security
Jailbreak/Root
Detected

Cich khic phuc:

Dé sir dung tmg dung an toan, Quy
khach vui long khéi phuc lai cai dat
gbc hodc lién h¢ dén s6 Hotline
19006679 dé dugc hudng dan.

use the app securely, please restore
your device to factory settings or call
19006679 for guidance.

B1: Vao Cai dat (Settings)

B2: Chon Cai dat chung (General)

B3: Cudn xuéng va chon chuyén hodc dat lai Iphone (Transfer
or Reset Iphone)

B4: Chon Xoa tt ca ndi dung va cai dat hodc Dt lai

B5: Nhap mat khau thiét bi (Néu co)

B6: Nhin xé4c nhan dé bit ddu qua trinh khéi phuc.

Trong truong hop KH sir dung hé diéu hanh Android, thuc
hién cac budc sau:

B1. Vao Cai dat (Settings).

B2. Chon Quan ly chung (General management) hoac Hé
thdng (System) tiy hang.

B3. Chon Dat lai (Reset).

B4.Chon Khéi phuc cai dat goc (Factory data reset).

B5. Xem lai danh sach dir liéu sé bi x6a.

B6. Nhén Dit lai thiét bi (Reset Device).

B7. Nhap mat khdu / ma PIN néu dwoc yéu cau.

B8. Nhin Xoa tit ca (Erase Everything) dé xac nhan.

Phat hién cong
cu gia mao/
Tampering Tool
Detected

M3 16i: SEC-ATTT-7

Thiét bi c6 cai dat cac ph?m mém c6
kha nang tan cong tmg dung.

Cich khic phuc:

Quy khach vui long KHONG tiép
tuc st dung ung dung Open Banking
trén thiét bi nay va lién hé sé Hotline
19006679 dé dugc hudéng dan.

SEC-ATTT-7

Your device is insecure. Please do
not continue using the Open Banking
app on this device. Contact our
Hotline at 19006679 for assistance.

DVKH thu thap thong tin sau va b4o ngay cho KHOI CNTT
dé hd tro kip thoi:

1. Khach hang da thao tac gi trudce khi 16i?

2. Anh chyp man hinh canh bao: Xac dinh ma 151, ndi dung
cu thé

3. Thoi diém gdp 16i (ngay, giod): Gitp khoanh ving dir liéu
log

4. Tén thiét bj (Model): Vi du: Samsung AS3,...

5. Hé diéu hanh & phién ban: Vi du: Android 13,...

6. Thong tin crash log (néu 13i 14 crash): Giap khoanh ving
pham vi 18i, gitip diéu tra nhanh hon.

7. Phién ban tng dung ngan hang (Phién ban tng dung Ngan
hang hién thi tai trang chu truéc dang nhép cua ing dung
Open Banking).

8. Mang dang sir dung: Wi-Fi/3G/4G/5G
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Danh cho KHCN va KHTC

NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

g7 | M@ | Tiéu de ma 16i , ) ,
loi Tieng Viét/ No§i dung canh bao - Tieng Viét | Noi dung canh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tiéng Anh
9. C6 sir dung VPN/App la khong? Néu c6 DVKH hoi thém
thong tin chi tiét
DVKH thu thap thong tin sau va bao ngay cho KHOI CNTT
dé hd tro kip thoi:
1. Khach hang d3 thao tac gi trude khi 16i?
2. Anh chup man hinh canh bao: Xac dinh ma 16i, ndi dung
Mi 16i: SEC-ATTT-8 cu thé
Phat hi¢n moi Ung dung dang chay trong moi SEC-ATTT-8 3. Thoi diém gip 15i (ngdy, giod): Gitp khoanh ving dit liéu
truong truong ao hoac trong mot ung dung The application is running in a virtual | log
gid/camera gia/ | khac Day co thé 1a hanh vi tin ¢éng | environment or within another 4. Tén thiét bj (Model): Vi du: Samsung A53,...
8 |8 Fake Cich khic phuc: application. Please do not continue 5. Hé diéu hanh & phién ban: Vi du: Android 13,...
Environment or | Quy khéch vui long KHONG tiép using the Open Banking app on this | 6. Thong tin crash log (néu 13i 1a crash): Gitip khoanh viing
Fake Camera tuc sir dung g dung trén thiét bi device. Contact our Hotline at pham vi 18i, gitip diéu tra nhanh hon.
Detected nay va lién hé sé Hotline 19006679 19006679 for assistance. 7. Phién ban ung dung ngan hang (Phién ban trng dung Ngan
dé dugc hudng dan. hang hién thi tai trang chu truéc dang nhap cta ing dung
Open Banking).
8. Mang dang sir dung: Wi-Fi/3G/4G/5G
9. C6 sir dung VPN/App la khong? Néu c6 DVKH hoi thém
thong tin chi tiét
Day la truong hop xuat hién trén hé diéu hanh Android.
M loi: SEC-10 Il)/\gflll—ll gl?uthilt:;l }tllll;llrl) zzzﬁi:cr)l S;Z.c dinh ma 16i, ndi dung cu
Ché d6 g 161 USB dang hoat dong. b ip ' : - ot dung
Phat hign USB (Bj’i‘cl\‘/:;‘;fwf;hg; - SEC10 . 2/ Mite 40 wu tién ciia Quy khéch (VD VIP): Gitp team
Debugging dang | B2: Chon Hé thong ;il' be evice is (ijurrerllt yin USB]cf ATT?I". can ctr uu tie.n sap Xep. ' ‘ o
9 10 | bat/ USB B3: Chon Tuy chon dit lai debugg!ng mode. Please r:um 0 3 Th?’l dlc?m gap 1oi (ngaA’y, g:I.O’)‘. Khoar%h vung dir !1¢u log .
Debugging is B4: Chon Pit lai tuy chon nha phat ebugging mode to use the _ 4:jl"hqr’1g tlg crash log (néu 10i 1a crash): Khoanh vung pham vi
I , , application or contact our Hotline at | 16i, gitip diéu tra nhanh hon
Enabled trién dé tieép tuc st dung ung dung

hoc lién hé dén s6 Hotline_
19006679 dé dugc hudng dan.
Button M cai dat

19006679 for assistance.

5 Tén thiét bi (Model): Vi du: Samsung A53, iPhone 13...
6 Hé diéu hanh & phién ban: Vi du: Android 13, i0S 16.4
7 Phién ban ing dung ngan hang va phién ban BShield: Vi
du: BShield version 3.0.0

8 Mang dang st dung: Wi-Fi /3G /4G /5G
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NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

g7 | M@ | Tiéu de ma 16i , ) ,
loi Tieng Viét/ No§i dung canh bao - Tieng Viét | Noi dung canh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tiéng Anh
9 C6 sir dung VPN / App la khong (néu c6 thé hoi thém)
10 P thao tac gi trudc khi 18i?
Day la truong hop xuat hién trén hé diéu hanh I0S. DVKH c¢6
Mai 16i: SEC-11Hé thong khong hd thé thu thap thong tin sau:
tro thiét bi dang bat ché do nha phat 1/ Anh chup man hinh canh bao: Xac dinh ma 13i, noi dung cu
trién.Céach khic phuc:Thiét bi dang thé
) bét c4c tinh ndng danh cho 14p trinh 2/ Mirc d6 wu tién cua Quy khach (VD VIP): Gilip team
Ché d¢ nha phat | vién. Quy khach vui long tat ché do . . ATTT can cu uu tién sap xep
trién dang bat Nha phat trién theo cac budc sau:B1: ieEvce[éé;hriggZI%ﬁ;;szutﬁ?gtgfln 3/ Thoi diém gip 16i (ngay, gio): Khoanh vung dir liéu log
10 |11 (Developer Vao phan Cai dit (Settings)B2: developer mo de. to use the 4/ Thong tin crash log (ncu 16i la crash): Khoanh ving pham
Mode)/ Chon Quyén riéng tu va bao mat application or contact our Hotline at vi 101, giup dicu tra nhanh hon
Developer Mode (Privacy & Security) B3: Chgn 19006679 for assistance 5/ Tén thiet bi (Model): Vi du: Samsung A53, iPhone 13...
is Enabled Ché d¢ nha phat trién (Developer ' 6/ H¢ diéu hanh & phién ban: Vi du: Android 13, i0S 16.4
Mode)B4: Gat cong tic sang Off dé 7/ Phién ban tmg dung ngan hang va phién ban BShield: Vi
tiép tuc st dung tng dung hoac lién du: BShield version 3.0.0
hé dén sb Hotline 19006679 dé duoc 8/ Mang dang str dung: Wi-Fi / 3G / 4G / 5G
hudng dan. Button Mé cai dit 9/ Cé st dung VPN / App la khong (néu c6 thé hoi thém)
10/ Pa thao tac gi trudc khi 16i?
DVKH thu thap thong tin KH dang st dung dién thoai thudc
hé diéu hanh gi. Trong trudong hop KH sit dung hé diéu hanh
10S, thuc hién cac budce sau:
< 1X: B1: Vao Cai dat (Settings)
Ma loi: SEC-12 Vs s
Thiét bi khong | Thiét bj khong con sir ding phn SEC-12 B2:Chon Cai dat chung (General)
sit dung. hé dicu | mém géc t nha san xUAt. The device is using Cu5t0_rﬂ_ ROMs. B3: Cudn xuong va chon chuyén hoac dat lai Iphone (Transfer
hanh chinh thite/ | Csch khic phuc: Please_restore it to the original or Reset Iphone)
11 |12 Unofficial Dé st dung ﬁné (iung an toan, QuY operating system. To use the app B4: Chon Xoa tat cd n.(f)’i dl.mg va cai dat hoac bt lai
Operating Khéch vui Iong khoi phuc lai cai dat securely, please restore your device BS5: Nhép mat khau thiét bi (Néu co)

System Detected

gbc hoiic lién hé dén s6 Hotline
19006679 dé dugc hudng dan.

to factory settings or call 19006679
for guidance.

B6: Nhin xac nhan dé bat diu qua trinh khoi phuc.

Trong truong hop KH sir dung hé diéu hanh Android, thuc
hién cac budc sau:

B1. Vao Cai dat (Settings).

B2. Chon Quén ly chung (General management) hoac H¢
thdng (System) tiy héng.
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NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

STT

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

Tiéu dé ma 15
Tiéng Viét/
Tieng Anh

Noi dung canh bao - Tiéng Viét

Noi dung canh bso - Tiéng Anh

Théng tin thao t4c chi tiét

B3. Chon Dat lai (Reset).

B4.Chon Khéi phuc cai dit goc (Factory data reset).
B5. Xem lai danh sach dir liéu sé bi x6a.

B6. Nhin it lai thiét bi (Reset Device).

B7. Nhap mat khau / ma PIN néu dwoc yéu cau.

B8. Nhin Xoa tit ca (Erase Everything) dé xac nhan.

12

13

Dich vu tr¢g' ning
khéng ré ngudn
gbc/ Unverified
Accessibility
Service Detected

M3 16i: SEC-13

Phat hién c6 ing dung trg nang
khong rd ngudn gbe dang hoat dong.
Cach khic phuc:

Dé str dung g dung an toan, Quy
khéch vui long vao tit quyén Tre
ning trong Cai dit chung, tit cac
app la hoac g& ung dung nghi ngo
hodc lién hé dén sé Hotline
19006679 dé dugc hudng dan.
Button Mé cai dat

SEC-13

The accessibility service is running.
Please turn off the phone's
accessibility service immediately or
contact our Hotline at 19006679 for
assistance.

DVKH thu thép thong tin KH dang st dung dién thoai thudc
hé didu hanh gi. Trong trudng hop KH sir dung hé diéu hanh
10S, thuc hién cac budce sau:

B1. Mo tng dung Cai dat (Settings)

B2. Cudn xudng va chon Tro ning (Accessibility)

B3. Trong danh sach cac tinh nang, hiy tim va tat cac quyén
dang duogc bat nhu:

*VoiceOver

*Thu phéng (Zoom)

«Diéu khién cong tic (Switch Control)

+Diéu khién bang giong noi (Voice Control)

*Tro Iy cam tng (AssistiveTouch)

B4. Cham vao timg tinh ning néu dang Bat (On), rdi gat nut
dé Tiét (Off).

Luwu y: i0S khong c6 muc “tit toan bd quyén Trg ning”,
DVKH huéng din KH tit timg muc riéng 1¢.

Trong trudng hop KH sir dung hé diéu hanh Android, thuc
hién cac budc sau:

B1. Mo tng dung Cai dat (Settings)

B2. Chon Trg ning (Accessibility) hodc tim bang thanh tim
kiém trong cai dat

B3. Trong muyc Tr¢ nang, chon céc tinh nang da bat nhu:

* TalkBack

* Menu hd tro (Accessibility Menu)

« Phim tét tro ning

* Trinh doc man hinh

« Tang cuong hién thi
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NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

g7 | M@ | Tiéu de ma 16i , ) ,
loi Tieng Viét/ No§i dung canh bao - Tieng Viét | Noi dung canh bao - Tieng Anh Thoéng tin thao tac chi tiet
Tieng Anh
B4. Tit ting tinh nang néu dang bat ) i
Luu y: V6i mot s6 tinh nang Tro ndng da dugc cap quyén
nang cao, DVKH can huong dan KH:
* Quay lai Cai dat — Ung dung — Quyén dic biét — Dich vu
trg nang . )
* Chon tng dung/dich vu dang dung quyén nay, sau d6 Tat
(Off)
Mi 16i: SEC-14
Phat hién Gng dung Open Banking
ro N khong duoc cai tir ngudn dang tin SEC-14
Ung dung khong | ; . .
ré nguon goc/ 8y < The Open Banking app is mSt?IIEd DVKH thu thép thong tin 4&nh chup man hinh canh béo, xac
o Cach khac phuc: from unknown sources or a third- . S 1X: st x N
13 | 14 | Unverified . A . \ - - dinh ma 161 va hudng dan KH go cai dat ung dung Open
Application Quy khach vui long g& tng dung va | party store. Pleage uninstall it or Banking va tai lai trén CH Play hodc App Store
Detected cai lai tr CH Play hodc App Store contact our Hotline at 19006679 for ; ;
dé dam bao an toan hodc lién h¢ dén | assistance.
s0 Hotline 19006679 dé dugc hudng
dan.
DVKH thu thap thong tin KH dang st dung dién thoa‘i thudc
hé diéu hanh gi. Trong truong hop KH st dung hé dieu hanh
SEC-15 10S, t%lLIC l}}er{cac bugc sau:
. . . B1: Vao Cai dat (Settings)
x 1%: Your device has been infected with Voo
SRy rs . Ma loi: SEC-15 i B2: Chon Cai dit chung (General)
Thict bi nghi Heé thdng phat hién hanh vi bat malware. These malicious software B3: Cudn xudng va chon chuyén hoic dit lai Iphone (Transfer
ngo nhiém ma congp i programs can take control of your o & ; Y ac catlarlp
doc (Malware)/ thuong. phone, hijack your bank account, and or Reset Iphone)
: . Cach khic phuc: ! - f B4: Chon Xo4 tat ca ndi dung va cai dat hoac Pat lai
14 | 15 | Potential S 0 ~ L perform other harmful actions. Please NN
Quy khach vui long g& ngay cac ing | . - L B5: Nhap mat khau thiét bi (Néu c6)
Malware L N .. .. | immediately remove the malicious N A s A 2R Ll X s A
- dung nghi ngd hoac khoi phuc cai dat - B6: Nhan xac nhan dé bat dau qua trinh khoi phuc.
Infection % T : applications or restore the phone to X , J .
goc hodc lién hé dén s6 Hotline - . Trong truong hop KH st dung hé diéu hanh Android, thuc
Detected factory settings to ensure the security

19006679 dé dugc hudng dan.

of your information or contact our
Hotline at 19006679 for assistance.

hién cac budc sau:

B1. Vao Cai dat (Settings).

B2. Chon Quan ly chung (General management) hodac Hé
thdng (System) tuy héng.

B3. Chon Dat lai (Reset).

8/11




NAMAB ANK Hudng dan tiép nhan, thu thap thong tin va goi ¥ kich ban xtr 1y

Danh cho KHCN va KHTC

STT

Néi dung ma 16i hién thi trén giao dién Khich hang

DVKH tiép nhan va thu thip théng tin hd tro KH

Tiéu dé ma 15
Tiéng Viét/
Tieng Anh

Noi dung canh bao - Tiéng Viét

Noi dung canh bso - Tiéng Anh

Théng tin thao t4c chi tiét

B4.Chon Khéi phuc cai dat goc (Factory data reset).
B5. Xem lai danh sach dir liéu sé bi x6a.

B6. Nhin it lai thiét bi (Reset Device).

B7. Nhap mét khéu / ma PIN néu dugc yéu cau.

B8. Nhin Xoa tit ca (Erase Everything) dé xac nhan.

15

16

Phit hién
keylogger (ban
phim gian diép)/
Keylogger
Detected (Spy
Keyboard)

Ma 18i: SEC-16Phat hién thiét bi
dang st dung ban phim bén thu ba
khong 15 ngudn goc.Cach khic
phuc:Quy khach vui long chuyén vé
ban phim mac dinh cta hé diéu hanh
trong phan Cai dit hodc lién hé dén
s6 Hotline 19006679 dé duoc hudng
dan. Button M& cai dit

SEC-16The device is currently using
a keyboard that is not on the trusted
list. Please switch to a different
keyboard or contact our Hotline at
19006679 for assistance.

DVKH thu thap thong tin KH dang st dung dién thoai thudc
hé didu hanh gi. Trong trudng hop KH sir dung hé diéu hanh
10S, thuc hién cac budce sau:

B1. Vao Cai dat (Settings).

B2. Chon Cai dit chung (General).

B3. Chon Ban phim (Keyboard).

B4. Nhan Ban phim (Keyboards) > s& thiy danh sach cac ban
phim hién tai.

B5. Vubt trai vao ban phim bén thit ba (VD: Gboard, Laban
Key...) va nhan Xoa (Delete).

B6. Pam bao ban phim “Tiéng Viét” hoic “English (US)” cta
Apple van con trong danh sach.

Khi x04 hét ban phim bén ngoai, hé théng s& tw déng chuyén
vé ban phim mic dinh cua Apple. Trong trudng hop KH sir
dung hé diéu hanh Android, thuc hién cc budc sau:

B1. Vao Cai dat (Settings).

B2. Tim dén myc Ngon ngit va nhép liéu (Language & input)
hoac:

* Vi Samsung: Quan ly chung (General management) >
Ngon ngir va ban phim.

« V6i Xiaomi: Cai ddt bo sung (Additional settings) > Ngon
nglr & nhap li¢u.

B3. Chon Ban phim hién tai (Current keyboard) hodc Ban
phim mac dinh (Default keyboard).

B4. Chon lai Gboard, Samsung Keyboard hoidc ban phim gbc
ctia may. Truong hop KH mudn g& hin ban phim bén ngoai:

« Vo Cai dat > Ung dung > Quan 1y tng dung.
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* Tim tén ban phim bén ngoai (VD: Laban Key) va chon G&
cai dat (Uninstall).

16

17

Pang sir dung
Ho so cong viée
(Work Profile)/
Work Profile in
Use

Mi 16i: SEC-17

H6 so cong viéc (Work Profile) dang
bat

Cich khic phuc:

Quy khach vui 1ong chuyén sang hd
so ¢4 nhén (Personal Profile) dé tiép
tuc st dung hodc lién hé dén sb
Hotline 19006679 dé dwoc huéng
dan. Button M& cai dat

SEC-17

The application is installed in a work
profile. Please reinstall the
application or contact our Hotline at
19006679 for assistance.

DVKH thu thap thong tin KH dang str dung dién thoai thudc
hé diéu hanh gi. Trong truong hop KH sir dung hé diéu hanh
Android, thuc hién cac budc sau:

B1. Vubt tir trén xudng dé mé thanh Quick Settings (Cai dat
nhanh).

B2. Tim biéu twong “Work profile” — thuong thiy trén
Android 10 tro 1én.

B3. Tit Work profile bang cach bam vao biéu tuong d6 (no sé
v hiéu hoa cac tmg dung cong viéc, tit thong bdo...).

B4. Bay gio KH dang & Personal Profile, chi dung tng dung
cé& nhan.

Ngoai ra, trong Cai dat (Settings) > Tai khoan (Accounts)
Quy khach c6 thé kiém tra dang dung tai khoan ca nhan hay
cong viée, va xoa tai khoan doanh nghiép néu mudn ding
riéng tu.

Trong truong hop KH st dung Hé diéu hanh I0S, I0S
khong c6 khai niém “Personal/Work profile” phan tach
nhu Android, trir khi thiét bi dwoc quan 1y béi té chire
gua MDM (Mobile Device Management). DVKH h trg
KH thuc hién cac budc sau:

B1. Vao Cai dat (Settings).

B2. Néu iPhone dang duoc quan 1y boi to chirc:

*Vao Cai dat chung (General) > VPN & Device Management
(VPN & Quan Iy thiét bi).

*Néu thdy mot ho so MDM hoic hd so cau hinh “Work”, co
thé x0a cau hinh d6 (néu Quy khach c6 quyén).

B3. Vao Cai dat > Mail/Contacts/Calendars, kiém tra néu c6
tai khoan doanh nghiép (vi du: Exchange) va x6a néu khong
dung niia.
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17

19

Phat hién Proxy
hoac VPN hé
théng/ System
Proxy or VPN
Detected

Mai 16i: SEC-19Mang hién tai dang
qua proxy hodc VPN, KHONG AN
TOAN.Céch khic phuc:Quy khach
vui 1ong tit VPN/Proxy, hodc chuyén
sang mang khac rdi thir lai hodc lién
hé dén s Hotline 19006679 d¢ duogc
huéng dan. Button Mé cai dit

SEC-19The device is in proxy mode.
Please disable proxy mode on your
phone or contact our Hotline at
19006679 for assistance.

DVKH thu thap thong tin KH dang str dung dién thoai thudc
hé diéu hanh gi. Trong truong hop KH sir dung hé diéu hanh
10S, thuc hién cac budce sau:

B1. Vao Cai dat (Settings).

B2. Cudn xudng va chon VPN (hodc: Cai dit chung (General)
> VPN & Quan ly thiét bi (VPN & Device Management)).
B3. Néu dang bat VPN, gat cong tic VPN sang OFF.Néu KH
dung Gng dung VPN nhu 1.1.1.1, Nord VPN, Surfshark...:

* M6 ng dung VPN do 1én.

« Nhan niit Disconnect / Tat két ndi.- Tit Proxy (néu cé)

B1. Vao Cai dat > Wi-Fi.

B2. Chon mang Wi-Fi Quy khéch dang két ni.

B3. Cudn xuéng muc HTTP Proxy.

B4. Chon Tit (Off) néu dang bat Thu cong (Manual) hodc Ty
dong (Auto).

Trong truong hop KH st dung hé diéu hanh Android:

B1. Vao Cai dat (Settings).

B2. Tim dén Két ndi > VPN (hodc: Mang & Internet > VPN
tly may).

B3. Néu c6 két néi VPN dang hoat dong:

« Nhén vao tén VPN.

« Chon Ngit két ndi (Disconnect) hodc Xéa cdu hinh néu
khong con dung.

Néu dung tng dung VPN (VD: Turbo VPN, ExpressVPN...):
* Mé& app VPN.

« Nhan Ngit két ndi.- Tat Proxy Wi-FiB1. Vao Cai dat > Wi-
Fi.

B2. Cham vao tén mang dang dung.

B3. Nhén Tuy chon ning cao (Advanced options).

B4. Tim muc Proxy.

B5. Chon Khong cé (None) thay vi Thu cong / Ty dong.
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